Fastream

|Q Reverse Proxy
User Guide

Version 1.6.0R
(If you have an older version installed, please update for free)
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THIS USER GUIDE IS INTENDED TO BE COMPANION TO FASTREAM IQ REVERSE
PROXY. IF YOU DO NOT AGREE WITH FASTREAM IQ REVERSE PROXY SERVER
LICENSE AGREEMENT, THEN YOU ARE PROHIBITED FROM USING IT.
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1 Introduc tionto IQ Reverse Proxy

1.1 About Th is User Guide

This user guide is designed to be an easy-to-use aid for Fastream 1Q Reverse Proxy (IQRP).
IQRP is a secure and high performance web load-balancer/cache/encryption-compression
accelerator proxy server for the Windows 2000/XP/2003/Vista platform. This user guide is
organized to take you through from installation to advanced troubleshooting. If you cannot
find your solution in this help file or at the Fastream web site at
http://www.fastream.com/support , please contact Fastream Technologies for technical
support at support@fastream.com or +90-312-223-2830 (IQRP Intl. Sales & Support Hotline,
9am-6pm work days, GMT+200).

1.2 Overview

IQRP is a secure web reverse proxy cache for Windows 2000/XP/2003/Vista platform. As
IQRPoperates as aWi n d o wesvige, it does not support the outdated Win9x platform. We
have done our best to ensure a high quality, feature-rich product that is also fast, robust,
and above all, secure.

Fastream |Q Reverse Proxy Features

IQRP is the ultimate web reverse proxy with the following features:
unlimited domains and rules with assigned web servers;
ultra hi-performance (1Gbps with single P4 CPU cache;
load-balancing with fail over protection;

256-bit SSL/TLS

HTTP/1.1 authorization (basic, digest, NTLM, HTML),
GZip-compression acceleration

Anti hot-linking;

URL Rewrite

TCP firewalt filter/forward with respect to IP address, domain name and country;
W3C logging (at URL granularity);

Customizable error pages.
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Read more about IQ Reverse Proxy Server latest features:
http://ww. fastream.com/igreverseproxyfeatures.php

Download the latest version: http://www.fastream.com/download /

View the latest pricing information: http://www.fastream.com/ orderigrp/

Visit FastreamT e ¢ h n o lhang:i h#ps/@ww.fastream.com /



http://www.fastream.com/support/
mailto:support@fastream.com
http://ww.fastream.com/iqreverseproxyfeatures.php

2 System Requirements and Installation

The IQ Reverse Proxy Server software consists of two components, which have the following
minimal system specifications:

2.1 1Q Reverse Proxy Server Engine

The IQRP Server Engine is the main component of the overall software. Its main function is

to perform the act ual intianed ntermnestmfficpThe Seryed Engirmessk s

a ndn-interactive Windowss er vi c e 0, and a sve anovwntUser ldterface. Itsn o t

installation requirements are:

1 a PC capable of running Windows 2000/XP/2003/Vista/2008; (server edition of
Windows 2000, 2003 or 2008 suggested)

1 10 MB free disc space;

at least 64 MB of free memory (for caching, at least 1 28MB suggested)

T an active Internet/ intranet (TCP/IP) connection.

=

2.2 1Q Reverse Proxy Server GUI

The 1Q Reverse Proxy Administration GUI provides the user interface to configure the
reverse proxy tasks to be performed by the Server Engine. It may be installed on the same
PC as theEngine, or another PC that can access the FC that the Engine is installed on (there
must be no firewalls configured to block HTTP traffic to ports 30033 -30034). The installation
requirements are:

a PC running Windows 95/98/Me/NT4/2000/XP/2003/Vista
Microsoft Internet Explorer 5+

10 MB free disc space;

at least 32 MB of free memory;

an active Internet/Intran et (TCP/IP) connection.
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Installation is straightforward : run the installer program and read the end user agreement. | f
you accept that agreement, then choose the destination folder for installation of the server
engine. Then you will be asked whether you want to create backup s of replaced files of a
previous installation, in case it exists. Choose 6 yes é (recommended)
backup copies of replaced files will be created during installation. Those files will be used if
you request rollback and you will be able to roll back to the previous state of the installed
program.

After the service is installed, the installation of the IQRP Administration GUI starts. You can
proceed similarly. The installer of the IQRP Administration GUI is also available separately at
http://www.fastream.com/download as well as bundled with the engine. After installation the

installer program of the GUI itself is also copied to the serverengineb 8 pr ogr afoldef.i | es 0

The installation of the IQRP Server Engine requires a restart of your computer. If you are
installing only the IQRP Administration GUI, there is no need to restart your computer. If you
are upgrading from an older version of the engine, if you shut down the service before
beginning to install, then you can safely
of the installation.
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http://www.fastream.com/download

3 Remote Administration

The IQRP Administration GUI allows remote administration connections to your reverse
proxies from any computer on the Internet. The IQRP Administration GUI and the IQRP
Server Engine communicate with each other using the standard HTTP protocol and XML
formatted me ssages.

When you open the IQRP Administration GUI a login screen is shown. In the lo gin screen
you can specify:
9 the IP address and TCPport numbers (HTTP and HTTPS)of the IQRP Administration
service;
1 whether to connect to the SSL port with strong encryption or use the admin serv er
with cleartext communication;
1 the username and password of the server administrator.

- , .
O Fastream IQ) Reverse Proxy GUI |E|i|£_hj

Admin Server Settings

IF Address Fort S5L Port

localhos! 30033 30034
Pazzwaord

Foat

| Remember password | Connect with 5501

Hint: Default pagzword iz blank zpace
b ake sure you change it after the first login.

| J Connect | | j-'LEIDSE |
IP This field specifies the IP address (or domain hostname) of the computer on
Address: which the IQRP Engine service runs. The IQRP Administration GUI connects

to that computer and the IQRP Engine Sener on that remote computer can
be managed. To manage an IQRP Engine service on the local computer, you
can enter the IP Address6 | o ¢ adr 120.G60t16

Port and These are the listening ports of the IQRP Engne service for remote
SSL Port : administration purposes. The default value is 30033 for HTTP and 30034 for
HTTPS

Username These fields concern the login information of the administrator of the IQRP
and Engineser vi ce. The def aul t theupssswordasrblank. i
Password: See the chapterofitervaeowMapnpageéange

When the IQRP Server Engine is started, the server begins listening for administration
commands on the designated administration ports. Only authenticated administration
commands are executed. For the initial run of the engine, when you are first trying to login,
since there is no SSL certificate assigned for the SSL port and a certificate is required for
SSL, you must use the non-SSL port to connect.



When the IQRP Administration GUI is started and the admin user enters administration
information, the GUI connects to the server and receives an initial status of the server. This
status is displayed in the GU.

All modifications done on the GUI are applied at the server machine as if server is running on
the local computer.



4 Server Usage

When you first install and run Fastream IQRP, the main screen will look like the picture
shown below. Default one reverse proxy is created by IQRP. You can create as many reverse
proxies ports as you like.

A number of GUI components will be addressed frequently in this user guide. The following
GUI components are important to remember :

GUI window: this is the main window and consists of three main parts:
1 a menu bar,
1 a left-hand panel containing a tree view and
1 a main panel containing various tab sheets.

Menu bar: In the menu bar items are available for starting main functions.

Main panel: Consists of various fab sheefs. The upper row of tab sheets concern the
main configuration settings and the configuration settings per defined
server.

Left -hand is an alternative way of navigating through the various fab sheets. The

panel: left-hand panel contains a free view of which the main nodes match with

the upper row of tab sheetsin the main panel.
By mouse-clicking a main node its sub nodes are revealed. These sub
nodes again match other fab sheetsin the main panel.



