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1  Introduc tion to  IQ Reverse Proxy  

1.1  About Th is User Guide  

This user guide is designed to be an easy-to-use aid for Fastream IQ Reverse Proxy (IQRP). 
IQRP is a secure and high performance web load-balancer/ cache/encryption-compression 
accelerator proxy server for the Windows platform. This user guide is organized to take you 
through from installation to advanced troubleshooting. If you cannot find your solution in 
this help file or at the Fastream web site at http://www.fastream.com/support , please 
contact Fastream Technologies for technical support at support@fastream.com or +90 -312-
223-2830 (IQRP Intl. Sales & Support Hotline, 9am-6pm work days, GMT+200). 

1.2  Overview  

IQRP is a secure web reverse proxy cache for Windows 2000/XP/2003/Vista/2008/7 
platform. As IQRP operates as a WindowsÊ service, it does not support the outdated Win9x 
platform. We have done our best to ensure a high quality, feature-rich product that is also 
fast, robust, and above all, secure.   
 
Fastream  IQ Reverse Proxy  Features  
 
IQRP is the ultimate web reverse proxy with the following features:  
¶ unlimited domains and rules with assigned web servers;  
¶ ultra hi -performance (2Gbps with single P4 CPU) cache; 
¶ load-balancing with fail over protection; 
¶ 256-bit OpenSSL/TLS; 

¶ HTTP/1.1 authentication (basic, digest, NTLM, HTML); 
¶ GZip-compression acceleration; 
¶ Anti hot-linking; 
¶ URL/header rewrite; 
¶ TCP firewall: filter/forward with respect to IP  address, domain name and client 

country;  

¶ W3C logging (at URL Rule granularity) ; 
¶ Customizable error pages. 

Read more about IQ Reverse Proxy Server latest features:   
http://ww.iqreverseproxy.com/en/iqreverseproxyfeatures.php  

Download the latest version: http://www.fastream.com/download / 

View the latest pricing information: http://www.fastream.com/ orderiqrp/ 

Visit Fastream Technologies home on the web: http://www.fastream.com / 

 
 
 

http://www.fastream.com/support/
mailto:support@fastream.com
http://ww.iqreverseproxy.com/en/iqreverseproxyfeatures.php
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2  System Requirements and Installation  

The IQ Reverse Proxy Server software consists of two components, which have the following 
minimal system specifications: 

2.1  IQ Reverse Proxy  Server Engine  

The IQRP Server Engine is the main component of the overall software. Its main function is 
to perform the actual ñreverse proxyò tasks for intranet/ Internet traffic. The Server Engine is 
a ñnon-interactive Windows serviceò, and as such, does not have an own User Interface. Its 
installation requirements are:  

¶ a PC capable of running Windows 2000/XP/2003/Vista/2008/7; (server edition of 
Windows 2000, 2003 or 2008 suggested) 

¶ 10 MB free disc space; 
¶ at least 64 MB of free memory (for caching, at least 128MB suggested); 
¶ an active Internet/ intranet (TCP/IP) connection. 

2.2  IQ Reverse Proxy  Server GUI  

The IQ Reverse Proxy Administration GUI provides the user interface to configure the 
reverse proxy tasks to be performed by the Server Engine. It may be installed on the same 
PC as the Engine, or another PC that can access the PC that the Engine is installed on (there 
must be no firewalls configured to block HTTP traffic to ports 30033 -30034) or the 
client/server exeôs. The installation requirements are:  

¶ a PC running Windows 95/98/Me/NT4/2000/XP/2003/Vista/2008/7  
¶ Microsoft Internet Explorer 5 .0+  
¶ 10 MB free disc space; 
¶ at least 32 MB of free memory; 
¶ an active Internet/Intran et (TCP/IP) connection. 

Installation is straightfo rward: run the installer program and read the end user agreement. I f 
you accept that agreement, then choose the destination folder for installation of the server 
engine. Then you will be asked whether you want to create backup s of replaced files of a 
previous installation, in case it exists. Choose óyesô (recommended) for this option, and 
backup copies of replaced files will be created during installation. Those files will be used if 
you request rollback and you will be able to roll back to the previous state of the installed 
program. 

After the service is installed, the installation of the IQRP Administration GUI starts. You can 
proceed similarly. The installer of the IQRP Administration GUI is also available separately at 
http://www.fastream.com/download  as well as bundled with the engine. After installation t he 
installer program of the GUI i tself is also copied to the server engineôs ñprogram filesò folder. 

The installation of the IQRP Server Engine requires a restart of your computer.  If you are 
installing only the IQRP Administration GUI, t here is no need to restart your computer. If you 
are upgrading from an older version of the engine, if you shut down the service before 
beginning to install, then you can  safely skip the restart phase by clicking ñcancelò at the end 
of the installation.   

http://www.fastream.com/download
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3  Remote Administration  
 
The IQRP Administration GUI allows remote administration connections to your reverse 
proxies from any computer on  the Internet. The IQRP Administration GUI and the IQRP 
Server Engine communicate with each other using the standard HTTP protocol and XML 
formatted messages.  
 
When you open the IQRP Administration GUI a login screen is shown. In the lo gin screen 
you can specify:  
¶ the IP address and TCP port numbers (HTTP and HTTPS) of the IQRP Administration 

service; 

¶ whether to connect to the SSL port with strong encryption or use the admin serv er 
with cleartext communication;  

¶ the username and password of the server administrator. 
 

 
 
IP 
Address:  

This field specifies the IP address (or domain hostname) of the computer on 
which the IQRP Engine service runs. The IQRP Administration GUI connects 
to that computer and the IQRP Engine Server on that remote computer can 
be managed. To manage an IQRP Engine service on the local computer, you 
can enter the IP Address ólocalhostô or 127.0.0.1. 
 

Port  and 
SSL Port : 

These are the listening ports of the IQRP Engine service for remote 
administration purposes. The default value is 30033 for HTTP and 30034 for 
HTTPS. 
 

User name 
and 
Password:  

These fields concern the login information of the administrator of the IQRP 
Engine service. The default username is órootô and the password is blank. 
See the chapter ñServer Managerò for how to change the password. 

 
When the IQRP Server Engine is started, the server begins listening for administration 
commands on the designated administration ports. Only authenticated administration 
commands are executed. For the initial run of the engine, when you are first trying to login, 
since there is no SSL certificate assigned for the SSL port and a certificate is required for 
SSL, you must use the non-SSL port to connect. 
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When the IQRP Administration GUI is started and the admin user enters administration 
information, the GUI connects to the server and receives an initial status of the server. This 
status is displayed in the GUI.  
 
All modifications done on the GUI are applied at the server machine as if server is running on 
the local computer. 
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4  Server Usage  
 
When you first install and run Fastream IQRP, the main screen will look like the picture 
shown below. Default one reverse proxy is created by IQRP. You can create as many reverse 
proxies ports as you like. 
 
 

 
 
A number of GUI components will be addressed frequently in this user guide. The following 
GUI components are important to remember : 
 
GUI window:  this is the main window and consists of three main parts:  

¶ a menu bar,  
¶ a left-hand panel containing a tree view and  
¶ a main panel containing various tab sheets. 

 
Menu bar:  In the menu bar items are available for starting main functions.  

 
Main panel:  Consists of various tab sheets. The upper row of tab sheets concern the 

main configuration settings and the configuration settings per defined 
server.  

Left -hand 
panel:  

is an alternative way of navigating through the various tab sheets. The 
left-hand panel contains a tree view of which the main nodes match with 
the upper row of tab sheets in the main panel.  
By mouse-clicking a main node its sub nodes are revealed. These sub 
nodes again match other tab sheets in the main panel.  
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The left-hand panel can be switched on and off using the menu bar item 

OptionsĄShow Left Panel. 
 

Tab sheet:  By mouse-clicking a tab sheetôs label its contents will be shown. 
Generally a tab sheet is divided into groups of GUI components or other 
sub tab sheets. 
 

GUI group:  Indicates a functional cluster of screen components. A group of screen 
components is surrounded by a gray line. The upper gray lines contains 
an indication of the groupôs title. 
 

Button:  Within the tab sheets frequently used buttons are used. Note that a 
button only has a function within the group of GUI components it is part 
of. 
 
Three types of buttons are used.  

¶ buttons without  an icon are helper buttons, mainly for generating 
default values in text boxes or adding values to list boxes. 

¶ buttons with an icon are mainly used for adding new settings or 
removing old settings. 

¶ buttons with an icon and the text ñApplyò are used for really 
using the new settings and making them persistent.  

  
Check box:  A check box is a small square that can be checked or unchecked 

indicating that the concerning setting is on or off.  
If the check box is unavailable then it will have a gray background color.  
 

Text box:  Is an input field in which you can type free text.  
If the text  box is unavailable then it will have a gray background color.  
 

Combo box:  Is also an input field, but the values that can be filled in are predefined. 
The predefined values can be shown by mouse-clicking the arrow at the 
right of the combo box.  
If the c ombo box is unavailable then it will have a gray color.  
 

Info box:  Looks like a text box but no data can be entered. Therefore the 
background of an info box always has a gray color. 
 

List box:  This is a two-dimensional table of items. A list-box item can be selected. 
If the list box is unavailable then it will have a gray background color.  
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4.1  Manager  

The ñManagerò tab sheet is made up of two other tab sheets named ñAdmin Server Settingsò 
and ñAdmin User Settingsò.  
In t he tab sheet ñAdmin Server Settingsò the admin user can create new reverse proxies. In 
the tab sheet ñAdmin User Settingsò the admin user can change his password. The admin 
user by default named ñrootò.  The two tab sheets are described in the next paragraphs. 

4.1.1  Admin Server Settings  

In the ñAdmin Server Settingsò tab sheet the administrator can add new reverse proxies. 
Furthermore the IP address and IP port number of the IQRP administration service can be 
changed here. 
 

 
 

Adding a reverse proxy  listener port  
For adding a new Reverse Proxy the next button is available in the ñAdmin Server Settingsò 
tab sheet: 
 
Add New    
Proxy 
Server : 
 

By clicking this button you can add a new Reverse Proxy. Once you click, 
you will be asked for the new reverse proxyôs name. After entering the 
name and clicking the OK button, a new reverse proxy will be created and 
you will be directed to the new reverse proxyôs Server tab sheet. You can 
create as many reverse proxies as you like. 
For a further configuration of the reverse proxy see chapter ñServersò. 
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Admin Se rver Settings  
The tab sheet ñAdmin Server Settingsò also contains settings for remote administration.  
  
Listening IP : This is the IP address the reverse proxy is listening for remote 

administration connections. The value may be any LAN/WAN or real IP 
address of the server host. The dotted-decimal 0.0.0.0 is used for 
listening on all adaptersô IP addresses. 127.0.0.1 is used for listening 
only on the local host. The server accepts administration connections 
addressed only to specified IP address. Using this property you can 
restrict administration access to your reverse proxy in order to increase 
security. 
 

Port : This is the TCP port number the reverse proxy is listening unencrypted 
for remote administration connections. Default the server administration 
port server is set to number 30033. 

SSL Port:  This is the TCP port number the reverse proxy is listening SSL encrypted 
for remote administration connections. Default the server administration 
port server is set to number 30034. 

Certificate 
File:  

This is the certificate file (in pem format) for the admin SSL server to 
use. Notice that the private key must be supplied in another file. See 
below. 

Private Key:  This is the private key file for the admin SSL server to use.  
Passphrase:  This is user-defined for t he internal use of OpenSSL encryption engine. 

It should be more than 32 characters and should be kept confidential for 
industry-strength security. 

Accepted 
Hosts:  

This is the list of domains the SSL server will accept in handshake. 

 
When you change one of the fields ñListening IPò, ñListening Portò or ñCurrent Admin 
passwordò and apply the changes, IQRP waits for 3 seconds and than tests the changes. If 
the changes are not successful (i.e. the GUI cannot connect to administration server after 
applying the changes), then the previous settings are restored, assuming the administration 
server could not apply the changes. 
 
For example, letôs assume you change the SSL port to the same port as the HTTP admin 
server (30033). In this case, after 3 seconds, since the server ports would clash, the SSL 
port would be restored back to its previous value (30034).  

4.1.2  Admin User Settings  

You can get to this settings window by clicking on the tab sheet ñAdmin User Settingsò. The 
purpose of this window is very straightforward , it allows you to change the password of the 
admin user currently logged in.  Click on the Apply button for the changes to take effect. A 
screenshot of this window is shown on the following page.  
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4.2 Cache  

 

 
 
Caching is a way of server speed enhancement. It stores the files and directory listings after 
a file is first downloaded in your server computer's RAM. The cache works for both FTP and 
HTTP. It stores the served documents/files/directory listings in RAM for fast access. Its 
efficiency is most visible when multiple users are downloading. 

 
In the tab sheet ñCacheò the cache size and max single cache object size can be adjusted. 
You can also set a cache mode such as "Keep most accessed files" or "Keep smallest size 
files". One can view the cache hit rate i n order to get the serving percentage from the cache, 
and can check the absolute cache size. If you do not want to benefit from caching you can 
disable these properties. 
 
One new feature (v1.5+) is ñoverride web server preferencesò. With it, you can specify which 
file extensions will be assumed fresh in cache no matter what web server headers suggest. 
This way, you can override server settings to save CPU on backend when you are sure your 
scripts/files are updated at what period.  Notice the ñextensions to exclude from cacheò 
setting in each RProxy->Options. 
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4.3 Dynamic DNS  

 

 

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname. 
This allows your computer to be more easily accessed from various locations on the Internet.  

The Dynamic DNS service is ideal for a home website, file server, or just to keep a pointer 
back to your home PC so you can access those important documents while you are at work. 
Using Fastream IQWF server you can keep your hostname always pointing to your IP 
address, no matter how often your ISP changes your IP address. No more fumbling to find 
that piece of paper where you wrote down your IP address or e -mailing all your friends every 
time it changes.  

Note:  Fastream IQWF Server comes with built-in support fo r dynamic DNS service of 
Dynamic Network Services (www.dyndns.org) and Vitalwerks NO-IP (www.no-ip.com).  
 
To use dynamic DNS, first register a hostname at www.dyndns.org or www.no-ip.com. Once 
you get the hostname, fill the required fields in the ñDynamic DNSò tab.  
 
Domain:  This is the name that your users will type in their browserôs address bar/FTP 
clientôs hostname area, to reach your files through HTTP or FTP. It can be something like 
ñyourdomain.dyndns.orgò. You will have to register this domain name at www.dyndns.org or 
www.no-ip.com. 
 
Type: This is the type of DNS you are using. Select either dyndns.org or no-ip.com. 
 

http://www.dyndns.org/
http://www.no-ip.com/
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Username: This is the login name you have registered at www.dyndns.org or  
www.no-ip.com. 
 
Password: This is the corresponding password for the username. 

 
Next click the ñApply & Saveò button. From now on, your IP address will be automatically 
updated whenever it is changed. You can follow the messages of the update process in the 
status box. 
 
Note: Your IP address is checked for changes only once in 5 minutes. Therefore you might 
have to wait 5 minutes before your IP address is updated.  
 
You can use different hostnames for your ftp and web server. In such a case, create two 
accounts at www.dyndns.org and make configurations accordingly on the ñDynamic DNSò 
tab for both FTP and HTTP server. 
 

http://www.dyndns.org/
http://www.no-ip.com/
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4.4  Configuring a Reverse Proxy  Listener  

For each reverse proxy you can, besides controlling the running status, configure items like 
servers, (authenticated) URLs, TCP/IP connection settings, access filters, log files, 
compression of certain file types as well as SSL encryption settings and error pages. These 
items are described in the next paragraphs. 

4.4.1  Status  

In this tab sheet, you can start, stop and restart the reverse proxy. The tab sheet displays 
the number of connected users and the transferred data (DL = download, UL = upload) size 
since the last run of the reverse proxy. Here you can also remove reverse proxy. 

4.4.2  Web Servers  

In the tab sheet ñWeb Serversò you can manage the definitions of the LAN web servers the 
reverse proxy will connect to plus your redirection URLs. Please do notice the difference 
between the twoðin routing, all traffic passes through IQRP (real proxying), whereas, in 
redirection the client makes a direct new connection to the web server with the protocol 
(HTTP/SSL) defined.  
 
You will first have to specify the server defin itions in this tab sheet before you can assign 
servers to specific ñURL Rulesò in the URLs tab (see next section). 
 
The currently defined routed servers are shown in the list of this  tab sheet ñWeb Serversò. 
For each routed web server the following information is shown:  
 
¶ IP number: this is the serverôs IP number, can also be a non-numeric domain name 

(e.g. www.LANWebServerDomain.com) -- if you define it as a numeric IP, HTTP 
request header host will not be modified;  

¶ Port: this is the serverôs port numberðno longer must be HTTP not SSL; 
¶ Path: This indicates the relative path of the LAN web server to serve for the IQRP 

requests; 

¶ Capacity: this is the overall capacity of the server relative to the other servers;  
¶ Ping: the serverôs current ICMP ping time; 
¶ Max Connections: this is the maximum am ount of simultaneous connections the 

server will handle; 

¶ Current Connections: the current amount of active connections to the specific server.  
 
To manage the server definitions you can use the buttons Add, Remove, Edit and Refresh. 
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Adding server definitions  
Pressing the Add button shows the Server Information pop-up dialog box. In this dialog box 
you can specify the following server attributes:  
 
IP number : This is the serverôs IP address. You may also use a valid domain 

name (e.g. www.LANWebServerDomain.com); 
 

Port : This is the serverôs port number (default value is port number 80);  
 

Capacity:  This is the overall capacity of the server relative to the other servers. 
The capacity must be a value ranging between 0 and 100 inclusive. 
The default value is a capacity of 50;  
 

Path:  This field specifies the relative path of the IQRP LAN access to the 
LAN web server. For example, in the settings shown in the picture 
below, a request of /path/index.html would tran slate to 
/iqrp/path/index.html.  
 

Max 
Connections : 

This is the maximum amount of simultaneous  connection the server 
will handle. The default value is a maximum of 256 connections. 
 

Client 
Connection SSL : 

This check box ensures the connection is made with SSL2/3 or TLS1 
with as high encryption level as possible. The optional ñcertificateñ 
and ñprivate keyò is for web server to verify IQRP/client as it 
announces itself in SSL handshake. The ñverify peerò option enables 
IQRP to verify web server against the certificate authorities listed in 
ñCA Fileò. ñPasswordò is the client certificateôs private key password.  
 
One unique feature of IQRP is the SOCKS and chained forward proxy 
support. This makes it possible to use intermediate proxies between 
the IQRP and web server defined. 
 

 
Pressing the OK button in the dialog box accepts the server definition. The newly added 
server definition is shown in the list of servers of the tab sheet.  
You can escape from the Server Information dialog by pressing the Escape keyboard button 
or by pressing the Cancel button in the dialog box.  
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Removing server defin itions  
Pressing the Remove button will remove the currently selected server in the server list  of the 
tab sheet. So be sure to first select the proper server definition to be removed and then 
press the Remove button. The selected server definition is then removed from the server list.  
 
Edi ting server definitions  
Pressing the Edit button will pop-up the Server Information dialog box with the information 
of the currently selected server definition in the server list. So be sure to first select the 
proper server definition to be edited and th en press the Edit button.  
In the Server Information pop -up dialog box you can change the serverôs attributes likewise 
when adding a new server (see Adding servers in this section).  
 
Refreshing server definitions  
Pressing the Refresh button will update the server definition information like Ping and 
Current connections. 
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The same properties mostly apply to the redirected servers. The new ones: 

- Permanent redirection: Uses 301 HTTP response code instead of 302. If you donôt 
want search engines to assume the redirection is permanent, then make this property 
ñnoò. 

- Relative path: In the relative case, the url of the request is concatenated at the end of 
the target redirected web server path definition in URL when redirection takes place. 
For example, 

GET /images /background.gif is the assumed request,  

whereas, the target server definition is,  

http://www.fastream.com/oldsite  

The redirection would occur (with relative path) to, 

http://www.fastream.com/oldsite/images/background.gif  

whereas it would be without relati ve path as, 

http://www.fastream.com/oldsite  (same as target server path) 
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URL Rule s 

The ñURL Rulesò tab sheets allows the administrator to influence  the way the reverse proxy 
listener directs requests for (specific) URLs to the underlying assigned servers. The URLs for 
which specific request handling is configured are called ñRequest URLsò.  
 
Note that you first will have to specify the server defin itions in the ñServersò tab sheet before 
you can assign servers to ñRequest URLsò in this tab sheet (see previous section). 
 
The URL Rules tab sheet consists of four parts, these are: 
¶ the ñRequest URLsò group; 
¶ the ñAssigned Serversò group; 
¶ the bandwidth limits setting per rule and;  

¶ the optional ñAssigned Usersò group (activated by the Require Authentication option). 
 

 
 
Defining Request URLs  
You may explicitly direct requests for certain URLs to specific assigned servers. This is 
managed in the ñRequest URL Rulesò group and the ñAssigned Serversò group of this tab 
sheet. 
 
By default the ñRequest URL Rulesò group contains the entry ñDefaultò, meaning that all 
requested URLs are directed by the reverse proxy to the servers mentioned in the ñAssigned 
Serversò group.  
 
Initially the ñAssigned Serversò group is empty for the ñDefaultò Request URL. So in case of 
first-time configuration you must specify an assigned server for the ñDefaultò Request URL in 


